INVIVYD COOKIE POLICY
1.0

GENERAL

Invivyd, Inc. and its subsidiaries (“Invivyd,” “us,” “we” or “our”) understands that your privacy is
important to you and we are committed to being transparent about the technologies we use. This
Cookie Policy explains how and why cookies, web beacons, pixels, clear gifs, and other similar
technologies (collectively “Cookies and Other Tracking Technologies”) may be stored on and
accessed from your device when you use or visit any website or app that posts a link to this Policy
(collectively, “the Sites”). This Cookie Policy should be read together with Invivyd’s Privacy Policy
and Terms of Use.
Invivyd and third-party providers with whom Invivyd works set and use Cookies and Other
Technological Tools to collect data about your computer and your use of our website and
applications. If you use a mobile application that Invivyd has developed, that application will inform
you of the data that the mobile application (“app”) collects and what information it may transfer to
Invivyd. We may also use Cookies and Other Technological Tools to store and manage user
preferences, deliver targeted advertising, enable content, and gather analytic and usage data.
The use of Cookies and Other Technological Tools is a common practice across websites and
apps through which information is collected about your online activities across applications,
websites, or other services. This Cookie Policy provides information about how we use Cookies
and Other Technological Tools, and how you can control and manage them.
2.0

WHAT ARE COOKIES?

Cookies are small pieces of data that websites send to your computer or other Internet-connected
device to uniquely identify your browser or to store data or settings in your browser. Cookies allow
us to recognize you when you return. They also help us provide a customized experience and
enable us to detect certain kinds of fraud. Cookies cannot read data off your hard drive. Your web
browser may allow you to be notified when you are receiving a cookie, giving you the choice to
accept it or not. You can also refuse all cookies by turning them off in your browser. By not
accepting cookies, some features on our website may not fully function, and you may not be able
to access certain information on this website. However, by continuing to use the site without
changing settings, you are agreeing to our use of cookies as is.
3.0

TYPES OF COOKIES AND WHY WE USE THEM

• Absolutely necessary cookies: These cookies are essential to enable you to move around
a website and use its features. Without these cookies, services you may have asked for, like
signing up for a Savings Card, cannot be provided.
• Performance cookies: These cookies collect information about how you use our websites.
Information collected includes, for example, the Internet browsers and operating systems used,
the domain name of the website previously visited, the number of visits, average duration of visit,
and pages viewed. These cookies don’t collect information that personally identifies you and only
collect aggregated and anonymous information. Performance cookies are used to improve the
user-friendliness of a website and enhance your experience.
• Functionality cookies: These cookies allow the website to remember choices you make
(such as your username or ID, language preference, or the area or region you are in) and provide
enhanced, more personal features. These cookies can also be used to remember changes you

have made to text size, fonts, and other customizable parts of web pages. They may also be used
to provide services you have asked for, such as watching a video or commenting on a blog. The
information these cookies collect may be anonymized, and they cannot track your browsing
activity on other websites.
• Targeting and advertising cookies: These cookies track browsing habits and are used to
deliver targeted (interest-based) advertising. They are also used to limit the number of times you
see an ad and to measure the effectiveness of advertising campaigns. They are usually placed
by advertising networks with the website operator’s permission. They remember that you have
visited a website and this information is shared with other organizations, such as advertisers. We
may also allow our third-party providers to use cookies on our websites for the same purposes
identified above, including collecting information about your online activities over time and across
different websites. The third party service providers that generate these cookies, such as Adobe,
Google, LinkedIn, Twitter and Facebook, have their own privacy policies, and may use their
cookies to target advertising to you on other websites, based on your visit to our Sites.
4.0

MANAGING AND OPTING-OUT OF COOKIES

If you do not want cookies to be dropped on your device, you can manage or adjust the setting of
your web browser (for example, Edge, Explorer, Chrome, Safari, etc.), to accept, reject, or delete
the setting of all or some Cookies and to alert you when a Cookie is placed on your device. If you
choose to change your settings, you may find that certain functions and features will not work as
intended on the services. Cookie settings are slightly different depending on the browser used,
so to manage cookies, you should refer to the program documentation and the relevant settings
within your particular browser.
If you want to remove previously-stored Cookies, you can manually delete the Cookies at any
time. However, this will not prevent the Sites from placing further Cookies on your device unless
and until you adjust your Internet browser setting as described above.
If we process cookies based on your consent (as indicated at the time of collection of such data),
you have the right to withdraw your consent at any point in time by contacting us at:
info@Invivyd.com. Please note, that if you exercise this right, you may have to then provide your
consent on a case-by-case basis for the use by us or disclosure of certain cookies, if such use or
disclosure is necessary to enable you to utilize some or all of our services.
We understand that you may want to know more about cookies. Here are some useful resources
that provide detailed information about types of cookies, how they are used, and how you can
manage your cookie preferences: www.aboutcookies.org or www.allaboutcookies.org. For more
information on the development of user-profiles and the use of targeting/advertising Cookies,
please see www.youronlinechoices.eu if you are located in Europe or www.aboutads.info/choices
if in the United States.
5.0

OTHER TRACKING TECHNOLOGIES

Local shared objects/Flash cookies: Flash cookies, also known as local shared objects, are
designed to support browser content supported by Adobe Flash. They are usually used to enable
ads and video content on websites. Like other cookies, they will store information on your device,
some of which will be specific to the Flash-enabled content. Flash cookies can only be deleted

within Adobe Flash rather than via your browser. Please refer to Adobe Flash’s help page for
information on how to manage your privacy settings and deletion of Flash cookies.
Pixel Tags and Web Beacons: These are tiny graphic images placed on website pages or in our
emails that allow us to determine whether you have performed a specific action. When you access
these pages or open or click an email, the pixel tags and web beacons generate a notice of that
action. These tools allow us to measure response to our communications and improve our web
pages and promotions. You may avoid web beacons by configuring your email reader program to
disable the functionality that enables remote images to load and by refraining from clicking on any
links in email messages.
Web server & application logs: Our servers automatically collect certain information to help us
administer and protect the services, analyze usage, and improve users’ experience. The
information collected includes:
• IP address and browser type
• Device information including Unique Device Identifier (UDID), MAC address, Identifier For
Advertisers (IFA), and similar identifiers we or others may assign
• Device operating system and other technical facts
• The city, state/province, and country from which you access our website
• Pages visited and content viewed, stored, and purchased
• Information or text entered
• Links and buttons clicked
• URLs visited before and after you use our services
Interest-based advertising (IBA) and Opting-out of IBA
Interest-based advertising (IBA) allows us to deliver targeted advertising to users of our services.
IBA works by showing you advertisements that are based on the type of content you access or
read. For example, as you browse our services, one of the cookies placed on your device will be
an advertising cookie so we can better understand what sort of pages or content you are
interested in. The information collected about your device enables us to group you with other
devices that have shown similar interests. We can then display advertising to categories of users
that is based on common interests. For more information about IBA, please visit:
http://www.iab.net/public_policy/behavioral-advertisingprinciples.
If you want to opt out of receiving IBA, it does not mean that you will no longer receive advertising
when you are using our services. It just means that we will not use information collected about
you for IBA and that any advertising you see will not be customized and may not be relevant to
you. You can exercise your online advertising choices at http://optout.aboutads.info or by clicking
the AdChoices icon in an ad and following the instructions.
You may also opt out of receiving interest-based ads from many sites through the Network
Advertising Initiative’s (NAI) Opt Out Tool (http://www.networkadvertising.org/choices) and in the
EU at http://www.youronlinechoices.com/. Remember, if you delete cookies, use a different
device, or change web browsers, you may need to opt out again.

Advertising on mobile devices
Mobile devices have an identifier that gives companies the ability to serve targeted ads to a
specific mobile device. In many cases, you can turn off mobile device ad tracking or you can reset
the advertising identifier at any time within your mobile device privacy settings. Another tool you
can use to control advertising on your mobile device is the AppChoices App:
http://youradchoices.com/appchoices. You may also choose to turn off location tracking on your
mobile device. If you turn off ad tracking or location tracking, we will no longer use information
collected from your device’s advertising identifier for the purposes of advertising. You may still
see the same number of ads but they may be less relevant because they will not be based on
your interests or location.
Do not track
Some browsers transmit Do Not Track (DNT) signals to websites. Due to the lack of a common
interpretation of DNT signals throughout the industry, we do not currently alter, change, or
respond to DNT requests or signals from these browsers. We will continue to monitor industry
activity in this area and reassess our DNT practices as necessary.
Connecting via social networks
Some of our services may include social networking features, such as the Facebook “Like” button
and widgets, “Share” buttons, and interactive mini-programs. Additionally, you may choose to use
your own social networking logins from, for example, Facebook or LinkedIn, to log into some of
our services. If you choose to connect using a social networking or similar service, we may receive
and store authentication information from that service to enable you to log in and other information
that you may choose to share when you connect with these services. These services may collect
information such as the web pages you visited and IP addresses, and may set cookies to enable
features to function properly. We are not responsible for the security or privacy of any information
collected by these third parties. You should review the terms of use and privacy policies applicable
to the third-party services you connect to, use, or access. If you do not want your personal
information shared with your social media account provider or other users of the social media
service, please do not connect your social media account with your account for the services and
do not participate in social sharing on the services.
Links and connections to third-party services
Our services may contain links to and may be used by you in conjunction with third-party apps,
services, tools, and websites that are not affiliated with, controlled, or managed by us. Examples
include Facebook, LinkedIn, Twitter and, third-party apps like voice software and readers. The
privacy and other practices of these third parties will be governed by the parties’ own terms of use
and privacy policies. We are not responsible for the security or privacy of any information collected
by these third parties. You should review the terms of use and privacy policies applicable to these
third-party services.

